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ABSTRACT

Recently Deep Learning technology, one of the fourth industrial revolution technologies, is used to identify the hidden
meaning of network data that is difficult to detect in the security arena and to predict attacks. Property and quality analysis
of data sources are required before selecting the deep learning algorithm to be used for intrusion detection. This is because
it affects the detection method depending on the contamination of the data used for learning. Therefore, the characteristics of
the data should be identified and the characteristics selected. In this paper, the characteristics of malware were analyzed
using network data set and the effect of each feature on performance was analyzed when the deep learning model was
applied. The traffic classification experiment was conducted on the comparison of characteristics according to network
characteristics and 96.52% accuracy was classified based on the selected characteristics.
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Fig. 1. Traffic Collection and Data Analysis Process
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Table 1. 14 Features of Packet Data Characte-
ristics

No

Feature Name Feature Description

1 |Duration Connection Time (seconds)
2 |HeaderLength |header length of packet

3 |IPversion [Pv6, IPv4 distinguished

4 |header.Payload [IPv4, IPv6 header size

5 |TTL Packet Data Validity Period
6 |Protocol Protocol Information

7 |SrclP Source [P

8 |DstIP Destination 1P

9 |SrcPort Source port number

10 |DstPort Destination port number

Indicates whether the
firewall has passed or
11 |Drop (dir) deleted the packet, and
indicates the direction of
the packet

12 [AckNum Sequence response packet
13 |WinSize Data Division Size
A string that takes the
elapsed time as a numeric
14 |Timestamp value from a certain
reference  time  (usually
Epoch)
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Table 2. Traffic Class List

Count Class name

1 login Suess, (Telnet)

2 login Fail (Telnet)

3 Enable commend

4 Shell Script Attack
IoT device Validation using Busy

5
box Command

6 Mount Information

7 System Architecture cpuinfo
Command

8 cat/bin/echo command using
compile Architecture check

8 wget using download

10 CCTV benign Traffic
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Table 3. Classification Performance metrics vs
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